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INTRODUCTION

All are aware that internet and technology integration is increasing in the lives of people and
processes. Dependence on the internet has increased manifold and is increasing exponentially
in the daily life of individuals. Though the use of the internet has eased access to several
channels of information in the life of an individual, it has also invited challenges to the pubilic,

out of which, some are reported as cybercrime cases.

As the Government of India goes digital with the Digital India program, the use of e-commerce,
e-Banking, e-Office, e-Health, e-Governance, e-KYC Services, etc., has encouraged citizens to
go digital to perform day-to-day transactions. Social media is another domain where internet
usage poses a threat due to unresolved identities that have invited challenges to Police
agencies to deal with them, particularly in the cases of women and children. The methods and
techniques cyber criminals used to commit their crimes are innumerate and continued to grow
each year in both number and sophistication. As such, there has been a constant surge in

cases of cybercrime reported in the past few years, especially in the pandemic period.

The Police Agencies are facing challenges in fighting cybercrimes and they have been leading
the fight against these cybercrimes through the enforcement of IT Act and the conduct of cyber
threats awareness programs & campaigns among the people. The officials, especially, involved
in Cybercrime investigation and prosecution, are experiencing difficulty in securing information
and digital evidence which is very important for combating crime. Further, it would be
practically difficult in the current digital landscape to retrieve the kind of evidence required to

solve some of the cases reported to the Police agencies.

Digital evidence is any information or data of value to the investigation that is stored on,
received by, or transmitted by an electronic device. Text messages, emails, pictures, videos,
and internet activities are some of the most common types of digital evidence. Most of the
criminals, unknowingly, leave digital footprints such as IP address, posting on a social media
platform, or using their mobile device for everyday use etc. This information could reveal -
intent, location, and time of the crime, relationship with the victim, and relationship with other

suspects.
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As the first responder, an activity of the collection and presentation of digital evidence
begins with the Police. To facilitate a satisfactory review of facts and artefacts of evidence
involved in the case, service providers need to be consulted to gather digital information
related to the incident/crime. This directory describes different types of digital services
available in the digital world and probable crime that takes place. Further, this book provides
a list of Service Providers and their Nodal Officers to be contacted by the Investigating Officers
for the collection of the required information and digital evidence that they need to investigate

cybercrime cases.

In conclusion, this directory is designed principally for the use of Investigating Officers
as well as the officers overseeing the collection of information and digital evidence process.
The goal of this directory is to guide the Investigating Officers through the facility-based
collection of critical information and digital evidence from service providers. It also alerts the
Investigating Officer to navigate through the correct direction of the investigation process and

helps construct a strong case for prosecution.

Q00009
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GATHERING DIGITAL EVIDENCE
FROM DIGITAL SERVICE PROVIDERS

Digital evidence is information stored and transmitted in a form (binary) that may be relied on
in courts. The Information Technology Act defined that digital/electronic form of evidence as
‘any information of probative value that is either stored or transmitted in electronic form’.
Computer documents, emails, text and instant messages, transactions, images, and internet
histories are examples of information that can be gathered from electronic devices and used

very effectively as evidence.

Digital evidence can be found on computer hard drives, CDs, cloud, flashcards etc., associated
with electronic/digital crime such as online frauds, child pornography, credit card frauds, etc.
Also, suspects’ email or mobile phone artefacts might contain critical evidence regarding their

intent, their whereabouts at the time of a crime, and their relationship with other suspects.

The activity of collecting critical information and digital evidence will begin when the law
initiates a criminal investigation. At this stage, the information and digital evidence need to be
called from Service Providers by the Investigating Officers to facilitate a satisfactory review of

facts and artefacts of evidence involved in the incident/crime.

The Internet and other Service Providing Agencies are liable to preserve certain information
and provide them to the Law Enforcement Agencies (LEA) if required under the Law for

investigation. The Investigating Agencies may acquire such information from -

1) Telecom Service Providers (TSP)

2) Internet Service Providers (ISP)

3) Banking and Financial Institutions

4) Social Media Service Providers

5) E-Commerce Companies

6) E-Wallets

7) E-Mail Service Providers

8) Over The Top (OTT) Service Providers
9) Other Service Providers

The Nodal/In-charge Officers of the above Service Providing Agencies can render the support
needed by I.0s to streamline the data evidence collection process.

Q00009
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Brief on Telecom Service Providers:

A Telecommunication Service Providers (TSP) is a type of Communications Service Providers

that has traditionally provided telephone and similar devices.

Data obtained from Telecom Service Providers are helpful for the investigators in quickly
identifying the suspects/accused. TSPs offer voice, internet, television, networking, and data
services. These services can either be wired or wireless.

Details of the information and digital evidence need to be sought from service
providers for the investigation purpose:

The Investigating Officers can collect the following information for investigation purposes:

Customer Application Form (CAF) details

Know Your Customer(KYC) details of the user

Details of Call Data Records (CDRs)

Details of mobile number connected to it and its location
Details of Internet Protocol(IP) data and location records
Details of General Packet Radio Services (GPRS) logs
Phone Number used to register the Bulk SMSs

@ N O U A WD E

Login/Logout IPs used for sending the Bulk SMSs
9. Details of registration particulars for Bulk SMS.
10. Trunk ID/ILD particulars.

11. Mobile Tower location CDR data.

12. Any other relevant information deemed fit for investigation
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TELECOM SERVICE PROVIDERS

SI.No.

Operator

Nodal Officer

Name

e-Mail ID

Mobile No

Address

AIRCEL

Nodal Officer

ap.nodaldesk@aircel.co.in,
upw.nodaldesk@aircel.co.in

9808192866

Aircel Limited,
Municpal No. 66-5-25,
HM Vibha Towers, 3rd

Floor, Laskar Hosur
Road, Koramangala,
(Beside Forum Mall)
Bangalore-560029

AIRTEL

In-charge

Officer

nodalofficer3.ap@in.airtel.com

Bharti Aritel Limted,
#55, Divyashree
Towers, Opp:Jayadeva
Hospital, Bannerghata
Main Road, Bangalore
560059

ANDAMAN& NICOBAR
(WEST BENGAL)

Mr. R Balaji Prasad

ddgterm-and@nic.in

3192242727

Fax-243636

Oto Building, I Floor,
Bengali club Road,
Near Head Post Office,
Port Blair, A&N-
744101

ANDHRA PRADESH

Mr. B Suresh

Krishna

ddgtermap.dot@nic.in

8662487699

Fax-2466099

0-11,Telcom Officer's
Complex,
Tikkel Road,
Mogalrajpuram,Vijaya
wada - 520010

ASSAM

Mr. Vineet
Kumar Matur

ddgvtm-asm@nic.in

3612734222
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12.

CHHATTISGARH

Sd Bind

ddgterm.cg@nic.in

7712226300

2" Floor, CTO
Building, Jaistambh
Chowk, Raipur

13.

DELHI

Mr. NK
Chhokar

ddgtermd-dot@nic.in

1126469191

5Th & 6 Floor, MTNL
Tel Building, Nehru
Place, N Delhi-19

14.

Etisalat D B
Telecom Pvt Ltd

Telecome service

provider

appellatebh@cheersmobile.in

Etisalat D B Telecom
Pvt Ltd, 2nd Floor,
VAU's Automobiles
Building, Ashiana
Digha Road, Near

Godavari Apartments,

Ashiana, Patna, Bihar

- 800014

15.

GUJARAT

Mr. AK Bhatia

ddg-term-guj@nic.in

7925510011
Fax- 5510022

15t Floor, P&T
Administrative
Building,
Khanpur, Ahmedabad-
380001

16.

HARYANA

Mr. RP
Singhal

ddgtermhr-dot@nic.in

1712602222
Fax-2602111

3™ Floor, CGMT BSNL
Office Building
107, The Mall Ambala
Cant.

17.

HATHWAY

CABLE &
DATACOM LTD.

Mr.Sudhir

Shety

sudhir.shetye@hathway.net

9870700700
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52.

PUNE
(MAHARASHTRA)

Rama Gopal

Mr.

ddgtermpune-dot@nic.in

2026121616

Fax-26134646

CTO Compound.
Behind GPO, Church
Road, Camp, Pune-
411001, Maharashtr

53.

RAILTEL
CORPORATIO

N OF INDIA

LIMITED

Mr. Vikas Jain

sri@railtelindia.com,vikas.jain
@railtelindia.com

9717644449

54.

RAJASTHAN

Mr. Ramdeo
Arya

ddgterm.rj-dot@nic.in

1412712621

Fax-2712624

Ground Floor,
Sanchar Bhawan,
Jhalana
Institutional Area,
Jaipur302004

55.

RELIANCE

Madhu Balusu

rcomnodaldesk.up@relianceada.com

9369999795

Reliance
Communication
Limited, Salarpurla
Pearl, Residency
Road, Ashok Nagar,
Richmond Town,
Beside Ballal
Residency Hotal,
Bangalore- 560050.

56.

RELIANCE

Mr. Aditya Singh

in-charge officer

9389946527

Reliance
Communication
Limited, Salarpurla
Pearl, Residency
Road, Ashok Nagar,
Richmond Town,
Beside Ballal
Residency Hotal,
Bangalore- 560050.

57.

RELIANCE

DIGITAL

Mr. Ajay
Nayer

reliancedigital@ril.com
cshead.reliancedigital@ril.com

8451938628
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64.

UNINOR

Mr. Amit Gangwar

cho.upw@uninor.in,
amit.gangwar@uninor.in,
cno.ap@uninor.in

9058111082

9058111069

65.

(EAST)

Mr. VP Singh

ddgvtmupe@up.nic.in

5222727400
Fax-2727600

5/464-465,Viram
Khand-5,Gomti
N5/464- 465,Viram
Khand-5,Gomti Nagar,
Lucknow

66.

UTTAR PRADESH | UTTAR PRADESH
(WEST)

Mr. AK
Srivastava

ddgtermupw-dot@nic.in

1212402200
Fax-2402256

1st Floor Brahmpuri
Tele. Exch. Meerut
(U.P.)- 250002

67.

UTTARANCHAL

Mr. AK
Srivastava

ddgterm-uk-dot@nic.in

1352734577
Fax-2734677

1st Floor, BSNL
Telephone Exchange,
197 Rajpur Road,
Dehradun
,Uttaranchal-
248001

68.

Videocon Assam

Nodal Officer

nodalofficer.assam@d2h.com

9085076762

Videocon d2h Limited
(Formerly B.B.C.L.), H
No. 20, 1st Floor,
Udayan Path, Tripura
Road, Jayanagar, Opp
Sneha Bandhan, Near
Reliance Market,
Guwahati-781022.

69.

Videocon Bihar

Nodal Officer

nodalofficer.bihar@d2h.com

7061384201

Videocon d2h Limited
(Formerly
B.B.C.L.), Saryar Villa,
91, Montessori
School Lane, Boring
Road, Patna -
800001
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70.

Videocon

Chandigarh

Nodal Officer

nodalofficer.chandigarh@d2h.

com

0172-5095981

Videocon d2h Limited
(Formerly
B.B.C.L.), F 373,
Phase 8B, Industrial
Area , Mohali, 160071

71.

Videocon
Chhattisgarh

Nodal Officer

nodalofficer.chhattisgarh@d2h.

com

0731-475-2001

Videocon d2h Limited
(Formerly
B.B.C.L.), Brilliant
Solitaire ,Plot No. 6-
A, Scheme No.
78,Part-1I, Indore
(M.P.)-
452010

72.

VIDEOCON
TELECOMMUNICATIONS

In-charge Officer

nodalofficer.wb@videocon.com,
suman.pradhan@videocon.com

Videocon
Telecommunications
Ltd., Parvati Shopping
Arcade, Block-C, 2nd
Floor,
Asansol, West Bengal
Pin:713303

73.

Pradesh

Nodal Officer

nodalofficer.arunachalpradesh

@d2h.com

9085076762

Videocon d2h Limited
(Formerly
B.B.C.L.), H No. 20,
1st Floor, Udayan
Path, Tripura Road,
Jayanagar, Opp
Sneha Bandhan, Near
Reliance Market,
Guwahati-781022

74.

Videocon, Dadra and | Videocon, Arunachal

Nagar Haveli

Nodal Officer

nodalofficer.dadraandnagarhav

eli@d2h.com

079-67776037

Videocon d2h Limited
(Formerly
B.B.C.L.), 202-204,
Chakravarty
Complex, B,H Urja
House, Swastik
Char Rasta, C.G.
Road, Navrangpura,
Gujarat 380009
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75.

Videocon,
Daman & Diu

Nodal Officer

nodalofficer.damananddiu@d2h.

com

079-67776037

Videocon d2h Limited
(Formerly B.B.C.L.),
202-204, Chakravarty
Complex, B,H Urja
House, Swastik
Char Rasta, C.G.
Road, Navrangpura,
Gujarat 380009

76.

Videocon, Delhi

Nodal Officer

nodalofficer.delhi@d2h.com

8527493037

Videocon d2h Limited
(Formerly
B.B.C.L.), C-152,1st
Floor,Okhla B.B.C.L.),
C-152,1st Floor,Okhla
Industrial Area, Phase
-1, New Delhi-
110020.

77.

Videocon, Goa

Nodal Officer

nodalofficer.goa@d2h.com

020-66879622

Videocon d2h Limited
(Formerly B.B.C.L.),
893/6, 1st Floor, Lohia
Jain Building, Good
luck Chowk,
Bhandarkar Road,
Deccan Gymkhana,
Pune: - 411004.

78.

Videocon,
Gujarat

Nodal Officer

nodalofficer.gujarat@d2h.com

079-67776037

Videocon d2h Limited
(Formerly B.B.C.L.),
202-204, Chakravarty
Complex, B,H Urja
House, Swastik Char
Rasta, C.G. Road,
Navrangpura, Gujarat
380009

79.

Videocon,

Haryana

Nodal Officer

nodalofficer.haryana@d2h.com

0129-4269459

Videocon d2h Limited
(Formerly B.B.C.L.),
5C/3BP 2nd Floor,
ABOVE IDBI
BANK,NIT.Faridabad.H
aryana. Pin Code-
121001

80.

Videocon,

Himachal
Pradesh

Nodal Officer

nodalofficer.himachalpradesh@d2h

.com

0172-5095981

videocon d2h Limited

(Formerly B.B.C.L.), F
373, Phase 8B,
Industrial Area ,
Mohali, 160071

STATE IT CELL
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81.

Videocon,
Jammu and

Kashmir

Nodal Officer

nodalofficer.jammuandkashmir@d
2h.com

videocon d2h Limited

(Formerly B.B.C.L.), F
373, Phase 8B,
Industrial Area ,
Mohali, 160071

82.

Videocon,

Jharkhand

Nodal Officer

nodalofficer.jharkhand@d2h.com

0651-3296900 | 0172-5095981

Videocon d2h Limited
(Formerly B.B.C.L.),
AH Complex, 1st
Floor, Kadru,Ranchi-
834002

83.

Videocon,

Karnataka

Nodal Officer

nodalofficer.karnataka@d2h.com

080-23002888

Videocon d2h Limited
(Formerly B.B.C.L.),
Vishnupriya Building,
4% Floor, Near
Sriramapuram Metro
Station, Devaiah Park,
Mahakavi Kuvempu
Road, Bangalore -
560021

84.

Videocon, Kerala

Nodal Officer

nodalofficer.kerala@d2h.com

0484-6575757

Videocon d2h Limited
(Formerly B.B.C.L.),
39/6481,C,1st Floor,
South Point building,
Ravipuram, Ernakulam
, Cochin.-682015

85.

Videocon,
Lakshadweep

Nodal Officer

nodalofficer.lakshadweep@d2h.com

0484-6575757

Videocon d2h Limited
(Formerly B.B.C.L.),
39/6481,C,1st Floor,
South Point building,
Ravipuram, Ernakulam
Cochin 682015
Cochin 682015

86.

Videocon, Madhya

Pradesh

Nodal Officer

nodalofficer.madhyapradesh@d2h.com

0731-475-2001

Videocon d2h Limited
(Formerly B.B.C.L.),
Brilliant Solitaire ,Plot
No. 6- A, Scheme No.
78,Part-1I, Indore
(M.P.)- 452010
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87.

Videocon,
Maharashtra

Nodal Officer

nodalofficer.maharashtra@d2h.com

020-66879622

Videocon d2h Limited
(Formerly B.B.C.L.),
893/6, 1st Floor, Lohia
Jain Building, Good
luck Chowk,
Bhandarkar Road,
Deccan Gymkhana,
Pune: - 411004.

88.

Videocon,
Maharashtra
Nodal Officer

nodalofficer.mumbai@d2h.com
cho.mumbai@videocon.com

022-42333529

Videocon d2h Limited
(Formerly
B.B.C.L.)Ground Floor,
Techweb Centre, New
Link Road,Oshiwara
Jogeshwari (W),
Mumbai 400 102

89.

Manipur
Nodal Officer

Videocon,

nodalofficer.manipur@d2h.com

9085076762

Videocon d2h Limited
(Formerly B.B.C.L.), H
No. 20, 1st Floor,
Udayan Path, Tripura
Road, Jayanagar, Opp
Sneha Bandhan, Near
Reliance Market,
Guwahati-781022.

90.

Meghalaya

Videocon,
Nodal Officer

nodalofficer.meghalaya@d2h.com

9085076762

Videocon d2h Limited
(Formerly B.B.C.L.), H
No. 20, 1st Floor,
Udayan Path, Tripura
Road, Jayanagar, Opp
Sneha Bandhan, Near
Reliance Market,
Guwahati-781022.

91.

Videocon, Mizoram
Nodal Officer

nodalofficer.mizoram@d2h.com

9085076762

Videocon d2h Limited
(Formerly B.B.C.L.), H
No. 20, 1st Floor,
Udayan Path, Tripura
Road, Jayanagar, Opp
Sneha Bandhan, Near
Reliance Market,
Guwahati-781022.

92.

Nagaland

Videocon,
Nodal Officer

nodalofficer.nagaland@d2h.com

9085076762

Videocon d2h Limited
(Formerly B.B.C.L.), H
No. 20, 1st Floor,
Udayan Path, Tripura
Road, Jayanagar, Opp
Sneha Bandhan, Near
Reliance Market,
Guwahati-781022.
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93.

Videocon,

Orissa

Nodal Officer

nodalofficer.orissa@d2h.com

0674-6444127

Videocon d2h Limited
(Formerly
B.B.C.L.),A/60,BJB
Nagar, 1st Floor
Bhubaneswar ,751014

94.

Videocon,

Pondicherry

Nodal Officer

nodalofficer.pondicherry@d2h.com

044-64598312

Videocon d2h Limited
(Formerly B.B.C.L.),
2nd Floor.Campus-

2.RMZ Millennia

Business Park,143,Dr.

MGR Road. Perungudi,

Chennai. 600096

95.

Videocon,

Rajasthan

Nodal Officer

nodalofficer.rajasthan@d2h.com

0141-6471025

Videocon d2h Limited
(Formerly
B.B.C.L.),Plot No-
306,308,309,4"Floor,
Gomes Defence
Colony,Near Vaishali
Circle,Vaishali Nagar,
Jaipur. Rajasthan.
302021.

96.

Videocon,

Sikkim

Nodal Officer

nodalofficer.sikkim@d2h.com

033-40067938

Videocon d2h Limited
(Formerly B.B.C.L.),
4th Floor, Azimganj

House, 7 Camac
Street Kolkata -
700017

97.

Videocon,

Tamilnadu

Nodal Officer

nodalofficer.tamilnadu@d2h.com

044-64598312

Videocon d2h Limited
(Formerly B.B.C.L.),
2nd Floor. Campus-2.
RMZ Millennia
Business Park, 143,
Dr. MGR Road.
Perungudi, Chennai.
600096

98.

Videocon,

Telangana

Nodal Officer

nodalofficer.telangana@d2h.com

040-40023364

Videocon d2h Limited
(Formerly B.B.C.L.),
2nd Floor, Lumbibi

Rock dale,
Somajiguda,
Hyderabad, 500082

STATE IT CELL
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Videocon d2h Limited
R 5 N (Formerly B.B.C.L.), H
S © 2 ™S No. 20, 1st Floor,
j . U— .
99. § a 9 nodalofficer.tripura@d2h.com B I;Jdayan Path, Tripura
98-z o h oad, Jayanagar, Opp
s F 9 ® | Sneha Bandhan, Near
= o Reliance Market,
Guwahati-781022
< — O
) &) ~ . ..
s9 é N Videocon d2h Limited
O © o) ! e (Formerly B.B.C.L.),
o . o
100. 8 S = nodalofficer.uttarpradesh@d2h.com OIQ H-111, Sector-63,
S 8 E s Noida.201301
5 =z (o)
. T @ °
< c = ™ Videocon d2h Limited
O £ 5 ) Formerly B.B.C.L.)
S < O O ( Yy /
101. k5 g = nodalofficer.uttaranchal@d2h.com X H-11_1, Sector-63,
S E 3 Ny Noida.201301
=z o)
= 5 R | Vvideocon d2h Limited
£ Re! o (Formerly B.B.C.L.),
Q = O K K
102. § m 9 nodalofficer.westbengal@d2h.com 8 4tHh FIoor,7AZ|mganJ
L4 ® < ouse, 7 Camac
S g e o Street Kolkata -
= o 700017
C Vodafone Mobile
o] Service Limited,
% % Maruthi Infotech
103 g o nodaldd.andhrapradesh@vodafone Ceniger’;nl;églé}az/l’
. [@)]
8 o -com Intermediate Ring
> ‘EI) Road, Amar Jyoti
k= Layout,Bangalore
560071.
8
3 5 T
9 ﬂ @ 21 82,Bullygunj Place,II
o
104. o0 z ddgtermwb-dot@nic.in 8 L Floor, Near
— S =N Convergence
0 A & x| Hall,Kolkata-700019
= 7 “ L
=
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= 8 a 2482
O« ,F €80
O=<d4 oco .. .
105. s <ZE 3 9 c S kai.airas@westcom-int.com
wH=9 5 &g
== = Q
- The Chief Operating
L o
= <;J Officer, The World
= § g Phone Internet
(a
106. 9 g g bandwidthsupport@worldphone.in Ser\éfelssgrgiﬁal'td’
—
% g e Industrial Area,
= @ Phase-I New Delhi-
110020
o , 08
107. o S © & | bankescalations@payziffy.com
N SO
)
= C — N
€53z = 0T
9%I5 2 & Q I1I Floor, CTO
108.| £ &= o = ddgtermnel-meg@nic.in TN Building,Shillong-
L.—.) cu pd o N
TS5 X1 < J 793001
LN O wn s M
L
|_

Q00009
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Brief on Internet Service Providers:

Internet Service Provider (ISP) is an agency that provides a myriad of services using the
internet. Internet services can be organised in various forms such as commercial, community-
owned, non-profit, or otherwise privately owned. Internet hosting is a service that runs
services connected to the internet, allowing organisations and individuals to serve content or

host services connected to the Internet.

The characteristics of anonymity and borderlessness govern cybercrime. For successful
investigation of these crimes, understanding the activities of the suspect/accused in
cyberspace is essential. Hence, the Internet Service Providers will facilitate Investigating
Agencies with required information that transmitted by them for verification, or even the stored

browsing history of users if needed.

Standard queries for collection of critical information and digital evidence for the

investigation purpose

In cybercrime cases, data provided by Internet Service Providers (ISPs) is helpful in the
identification of suspects/accused. Such data is also valuable to identify crime trends and to

take appropriate action. The I.0s may ask the Service Providers for the following information.

1. Details of session Login/Logout IP address particulars i.e. session log

particulars

Details of destination IPs and Destination port

MAC address particulars of the device used

Static/ Permanent IP address of the device

User Address, contact number, e-Mail ID and living details

Details of local distributors such as Name and Mobile number (if local

connection)

KYC details of the customer

8. What purpose (Office/Call Center/Home) the customer is using a broadband
connection

9. Activity details of the User.

10. Any other relevant information deemed fit for investigation.

ok wnN

N
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Internet Service Providers (ISP)

SI.LNo
Operator
Nodal Officer
Name

e-Mail ID Address

Mobile No

ISP/

ACTCORP (BEAM)
Telecommunications

nodalofficer@acttv.in
nodalofficer.hyd@actcorp.in
nodalofficer.blr@actcorp.in
nodalofficer.tn@actcorp.in
nodalofficer.ncr@actcorp.in
appellate.authorityhyd@actcorp.in

2nd and 3rd Floor,
Indian Express
Building, No. 1,
Queens Road,

Bangalore - 560001

9121212121,
7288999999

)]
c
= o . .
(@) B ajay.banda@actcorp.in <
ez S nodalofficer.hyd@actcorp.in 3 2nd and 3rd) ot
oo = . , LN Indian Express
S oS nodalofficer.blr@actcorp.in < Building, No
= < CIRE nodalofficer.tn@actcorp.in Y g e
0o £ ) . < 1,Queens Road,
< g o nodalofficer.ncr@actcorp.in B Banaalore - 560001
o o] appellate.authorityhyd@actcorp.in o 9
1z
: | 3
5 EE= nodalofficer@acttv.in
< Z0
2 - R 15t Floor ,P&T
23 2 9 Administrative
Q< = ddgterm-ahm@nic.in i Building,
=3 N = Kanpur, Ahmedabad-
T < o 380001

AIRTEL
Legal
Desk

bhartilds.liis@in.airtel.com
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G C Link Pvt. Ltd,
E167/B,Raja S C

atom4u@atomtech.in

a) © 3 Mullick Road, Opposite
O Z 0 = 5 West Wind, Kolkata-
6 = O i gclinkpvtltd@gmail.com s 700047,Alliance
' < i = support@alliancekolkata.com ye Broadband Services
S E o Pvt.Ltd, Padmapukur
o o = (Entally), P-89,
C.I.Troad,
Kolkata-700014
0N
—_ O - | .
7. | =85 S8 contact@appnittech.com
o To o %
<O ¢c O
=g =
5 = 0] R
53 | 23 S
8. & uj < & sohiltadhani60@gmail.com <
il i) ®
n < s i
<< o
> g 5 Udio, High Tech Plaza
stz = = Office #2, Mahakali
9. | P25 ° aditya.tilve@udio.in R Caves Road, Andheri
< < O £ S East,Mumbai -
[ < a 400093
(@) N
> — N
=E=z| &% _ o 2
10.| P v = Q jaseem.ansari@udio.in 0
<Z © o
12 )
- (o)}
~
= - rcu@atomtech.in 4th:clgolg, i?é"i;akSha
8 'n_c brijesh.chuphal@transerv.co.in o o9 CSTNo 33/3 V%I’Ia o
=<5 - jaseem.ansari@transerv.co.in ©3S53 Chakala. Plot N Z?A
@ =W ) hema.anand@transerv.co.in N N aka a,‘ ot INo. !
W - o] ) ) g 292 & Andheri Kurla Road,
11.| VW = 3 nagraj@transerv.co.in oMM Andheri (East)
Z -0 & rohini.ghutke@transerv.co.in § ©© 2 Mumbai. Maharashtr
,°_‘ ) '<_: prajakta.chawande@transerv.co.in | o 8 & o u a4’00853 ashtra
s g info@transerv.co.in Website :
O .
|_
<

https://www.atomtech.in
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mailto:jaseem.ansari@udio.in
mailto:rcu@atomtech.in
mailto:rcu@atomtech.in
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mailto:rcu@atomtech.in
mailto:rcu@atomtech.in
mailto:rcu@atomtech.in

INVESTIGATOR'S
DIRECTORY

)
w5 .
7 3 < Beam Cable Systems
o E S ajay.banda@beamtele.com i P, el ITRIEE]
12.| Y @ jay. : i Mansion, Road No.1,
s s - nodal.term@beamtele.com ~ Banjara
o w n <
m 5 < e Hills, Hyderabad City
0
o
s o
o
13. T o] contact.bhim@npci.org.in
m 7
o
]
L = L .
14 |n_¢ SRR parikshitd@bigtree.in
: C] =5 virajp@bigtree.in
o0 &
)
< o)
o g 5 1.Damji Kjerai
15, % S § contact@bribhoorecharge.com Bldg,Rrt,Mulund(W),M
0 L O umbai
m L |
foa)
SE
©
- 5 o )
16. 5 o S sdetecvig@bsnl.co.in N
fia) = o
(1]
2 =
(o)}
N
4 © N
<<
17 o £ < ramakrishna@excellmedia.net 2
| Ruw S8 support@excellmedia.net 3
= ~ )
(o]
[0)]
= )
< o
= © O q o
18. % SE www.hushmail.com/business/legal
- c ©
I —
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Madhapur (Hitech-

= Q C
63 | 58 -
19.| o i S & sree@ivoicetelecom.com
=E | &°
< G o @ D-123/4,0beroi
% e g i ceo@livquick.com = Ga(r:ﬂtaa':dEi\s/taa“te,
20.| 2 2 vp@livquick.com -
> £ °06 support@livquick.com = FETIE RO e
59 S PP q : e Andheri(E),Mumbai-
(= o 4000072
<0 - )
=z <Zt f?)w . info@meghbelabrodband.com 52a||<—|e?c Cbzlikl;/:'nngh i‘:igé’a
21 % g o _q_d support@meghbelabrodband.com 70007’1
0o o & info@pacenetmeghbela.com .
Wy = © tapabrata@meghbelabroadband.com https://meghbelabroa
= m dband.com
W
a o
] e
22. % S a‘—; contactus@mobdeeds.com
O c©O
Z —
[a W
. © % . .
23. Z oo deinternet@bol.net.in
E 0
T w =8
= o 5
24 o4 B3 arnabaditya.dasgupta@network18
. E Z © o online.com
W & co
= < ©
x i
25. w % skept@netxconnect.com
= <
Pioneer Towers, Plot
& . no. 16, Software Units
= © 9 i Layout
26.| = - = = support@pol.net.in !
= Z0
o

city), Hyderabad-
500081,
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T © %
27. s > 0 support@pmplbroadband.net
o 0
a) (18]
oZw T %
28.| 5 % 5 S o compliance@publicdomainregistry.com
S5 s G -0
oo
Sifytechnologies
o Limited, II Floor, Tidel
o - Park, No.4, Canal
S S8 Bank Road, Taramani,
S Qo Chennai-600113
> i o m !
29. = E com Iia]::cse_((;(oL%)lisclgzi(ﬂ)gﬁ'].r(:eo?;tr com| 98 India, Add-2- Senior
2 @ P P gistry. Q0 Engineer, Customer
© D © Care Support, Sify
3 Corporation, Kolkata
) Add(2): 2/1A Sarat
Bose Rd. Kol 2
et
2 o Sifytechnologies
= 3 = fg{. . gomathi.sitaram@sifycorp.com Limited, II Floor, Tidel
30 z g % o °_d lea.support@sifycorp.com Park, No.4, Canal
e e & 9 “uC:) shyam.nair@sifycorp.com Bank Road, Taramani,
E n > S luithelp@sify.com Chennai-600113,
n 8 India
o
d -
—_ © . .
31. ; T = raJskyte_I@gmall.cc_)m
% 2 padmaja@skytel.in
T
E25) 3 |
32. 3 % CZD = support@sol.net.in
)
Y
33. 2 % s ¥ mohit.saxena@spactranet.in
& 56
— —
L n
34. = £ vamsi@sritel.in
= >
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1] LN
2 )
c LN
=} vigilance.mumbai@tatatelecommunicat AN
35 s a E 2 ions.com 9
- |<£ 2 g g gs.sharma@tatacommunications.com N
& data.enterprise@tatatel.co.in S
K] ©
— —
=~ 2" floor, Corporation,
a) jaydeep.sampat@tikona.in L.B.S. Marg,
< Jay p P
<= FERY Y . . ; . Bhandup(West)
> < Z ] jayant.jape@tikona.in - o
36.| O = 9 £ nnoc.systems@tikona.in ORI, e
> o > . : L - . 2Nd Floor, 'Corpora’,
= n© s.nair@tikona.in j.nair@tikona.in
FoE - S _ ‘ L.B.S.
o til.appellate@tikona.in Marg,Bhandup(West),
Mumbai-400078
> =z
< = admaja@vainavi.net
37.| 2 £ pacmajaf@vainavi.
o s nodal@vainavi.net
> o
X
o 8oL
< O c O % . )
38. N = oS technicalsupport@vianetworks.net
4
I £y
= - a
iy s & - . .
39 =4 S5 vigilance.mumbai@tatacommunica
19 0 o tions.com
ns
O w :'g’, - bandwidthsupport@worldphone.in
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Brief on Social Media Service Providers:

Social Media are Facebook, Twitter, LinkedIn, Instagram, YouTube, Google plus, etc., that
enable users to create and share content or to participate in social networking. Social Media is
a great venue to share information with others such as photos, videos, chats, posts, and more;
and in today’s time, it can be accessed everywhere from mobile phone(s), making it easier to

communicate with others at any given time.

Social Media networks have assisted in many investigations in criminal and civil actions for a
wide variety of case types, which include stalking, harassment, murder, rape, identity fraud,
burglary, child abuse, and extortion, scams counterfeiting, gambling, piracy, property crimes,
terrorism, etc. In addition, it can be used to discredit or reinforce someone’s claim, establish
witness reliability, prove/disprove an alibi ascertain someone’s character, check for all illegal

or inappropriate behaviour, locate individuals and more.

The information obtained on Social Media can assist in a cyber-investigation by gathering
valuable data to create a solid/strong case; this information includes profile details, list of
friends, group memberships, chat logs, wall-posts, tweets, photos, videos, posts relating to
past illegal activity GPS location, events attended and invited, check-ins, log-in times and

much more.

Information and digital evidence that can be sought for the investigation purpose

from the Service Providers

In the investigation of cases, the social media information of an accused is used to supplement
evidence and make a strong case. Hence, the I1.0s may collect the following details for
investigative purposes.

1. User Registration details. (Email ID, Alternate email ID, Mobile No., Date of Creation
etc.)
Session login/logout I.P address particulars

Last Known locations of the user

User Location History (In case of Gmail accounts)
Linked Email accounts of the user, if any

Details of chat history

To remove alleged (fake) Profile

Details of connected Device Information

O 0 N O 1 »h W N

Any Other relevant information deemed fit for investigation
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You([T)

10. Posted Channel Full registered address.

11. IP Logs of the Posted Channel

12. Email ID and Mobile number of the channel.
13. Delete the Videos with the following URLs
14. Any other details available in your records

FACEBOOK & INSTAGRAM

15. IP logs of URL

16. Registration details

17. Linked mobile number

18. Linked mail ID

19. Block FB/ Instagram account.

Portal Pages Used for obtaining details from different Social Media Platforms:

Facebook/Instagram: https://www.facebook.com/records/

WhatsApp: https://www.whatsapp.com/records/

YouTube:

https://support.google.com/youtube/contact/yt gov india

Microsoft: https://leportal.microsoft.com/home

Twitter: https://legalrequests.twitter.com/forms/removal request

Important Email Ids:

Locanto:
Apple:
AHA:
Tinder:
VOIP:
PDR:

Snapchat:
Clickatell:

support@locanto.com

lawenforcement@apple.com

support@aha.live

norma.rivera@match.com

legal@inteliqguent.com

grievance-officer@publicdomainregistry.com

grievance-officer-in@snap.com

casper.devilliers@clickatell.com; michael.loftus@clickatell.com
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Social Media Quick Links - to report Hacked & Impersonation information:

Google - https://support.google.com/youtube/answer/76187?hl=en
Instagram - https://help.instagram.com/149494825257596

Facebook - https://www.facebook.com/hacked

Twitter - https://help.twitter.com/en/safety-and-security/twitter-account-hacked

LinkedIn - https://www.linkedin.com/help/linkedin/answer/56363/reporting-a-hacked-

account?lang=en

For reporting Fake Information:

Facebook -
https://www.facebook.com/help/572838089565953?helpref=search&sr=28&query=reporting
%20false%?20claims&search session id=f886d969d0ffdf65b717d0567986859f

WhatsApp -

https://fag.whatsapp.com/general/security-and-privacy/staying-safe-on-whatsapp/

Google - https://support.google.com/youtube/answer/2802027

Twitter - https://help.twitter.com/en/safety-and-security/report-a-tweet
Instagram - https://help.instagram.com/1735798276553028

LinkedIn - https://www.linkedin.com/help/linkedin/answer/37822/recognizing-and-reporting-

spam-inappropriate-and-abusive-content?lang=en

For reporting Impersonation Information:

Instagram - https://help.instagram.com/370054663112398

Twitter - https://help.twitter.com/en/safety-and-security/report-twitter-impersonation
Facebook - https://www.facebook.com/help/contact/169486816475808

Google - https://support.google.com/youtube/answer/2801947?hl=en

LinkedIn -

https://www.linkedin.com/help/linkedin/answer/61664/reporting-fake-profiles?lang=en
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Brief on Banking and Financial Institutions:

Banking and financial institutions today face several information security-related threats.
There is a visible surge in cyber-attacks, leading to an increase in issues related to legal,
regulatory, and privacy compliance. Distributed Denial of Service (DDoS) attacks, Spear
Phishing, Ransomware, and insider threats such as data theft, data diddling, etc.,

continue to endanger banking and financial institutions.

Records of Banks and Financial institutions provide ample evidence for investigation purposes.
These records/documents help in determining suspicious money transfers, money laundering,

whether the account is used for crime or not.

Net banking and financial institution’s frauds are nowadays becoming common. Criminals
use the various available technologies to fraud unaware citizens. The use of phishing
emails, key loggers, and mobile phone SIM card cloning is the technique commonly used.
The highest number of cybercrimes especially net banking and financial institution frauds
made the job of the Police Department tough. Tracing the non-history sheeter criminals

is another challenge.

In the net-banking and financial institutions frauds, cybercriminals are using very
sophisticated tools to commit the crime such as Mobile SIM Morphing, Anonymizers,
Phishing Mail, Nigerian fund transfer fraud, etc. Cybercriminals are taking advantage of
people having less awareness about spam messages, phishing mails from where they can

steal the required information.

Information and digital evidence to be collected from service providers for the
investigation purpose:

The Investigating Officers need to start with given inputs from the victim and contact
Bank/Financial Institution to get required information to trace the location of the

fraudster. The 1.0 can collect digital evidence and other information such as

1. Account holder name, statement of account from the date of opening to today
Scanned copy of Account Opening Form along with documents submitted as proof of
identity & address

3. Registered Mobile number, email address, PAN, ATM card number(s) & Aadhaar number
and other proofs linked to the account
4. Other accounts, if any, linked to the same PAN/Aadhaar number/email address/mobile

number. If the linked account(s) is/are with some other branches, then details of those
branches such as e-Mail ID, phone number of the branch, etc.
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5. Details of savings account/ current accounts and available balance as on date

6. If any Notice(s) was/were received from any Law Enforcement Agency/Agencies earlier,
the details of the sender are shared with us

7. Details of Login/Logout IP's of the transactions

8. IP Address of system from where the beneficiary request is initiated. (Sometimes
the fraudsters use Anonymizers to spoof the IP Address).

9. IP Address of device from where the actual fund is transferred.

10. Data from the beneficiary bank account.

11. In case of money withdrawals, CCTV footage of ATM Center for a particular duration
covering offence time

12. Details of purchases made by fraudsters and CCTV footage if available.

13. Collect CCTV footage from the source i.e. Bank and ATM

14. Particulars of saving deposits/ FDIs etc.

15. Locker particulars (Individual / Joint) whether it is linked to any other account?

16. Details of NRI accounts of the suspect/ accused

17. Particulars of the DMAT account attached to the Bank account

18. Details of investments in the Share market

19. Request for freezing of the account

20. Details of money withdrawal locations

21. Home branch phone number and mail ID particulars

22. Credit and Debit slips

23. Standing orders were given by A/c holders if any

24. Details of Safety deposit boxes

25. Insurance schemes attached to the A/c

26. Check the mobile service provided on the address and identity proofs.

27. Details of changing locations of the fraudster.

28. Mortgages connected to the A/c

29. Loan applications attached to the A/c

30. Where the said bank account of accused is being involved in any of the offence? If
involved kindly furnish the details.

31. Any other relevant information deemed fit for investigation.
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sms.asc@sbi.co.in

127.

SOUTH
INDIAN

BANK

FM Cell

fmcell@sib.co.in
ccc@sib.co.in

128.

STANDARD
CHARTERED BANK

Nodal Officer

principal.nodalofficer@sc.com
nodal.officer@sc.com
card.services@sc.com

head.service@in.standardcharted.com

janardhanan.ak@sc.com
valerine.rodrigues@sc.com
standrcustomer.care@sc.com
customer.care@sc.com
janardhanan.ak@sc.com
valerine.rodrigues@sc.com

129.

STATE BANK OF
BIKANER & JAIPUR

Chief Manager

atmreconho@sbbj.co.in
atmcell@sbbj.co.in
amba.lal.salvi@sbbj.co.in
gmvigilance@sbbj.co.in
agmvig@sbbj.co.in
sailendra@sbbj.co.in
dgmit@sbbj.co.in
cmcomplaints@sbbj.co.in
customercare@sbbj.co.in

9920963346/
9867249904

130.

STATE BANK

OF BIKANER &

JAIPUR

Shri Subhash
Gupta

scgupta@sbbj.co.in,
0141-5172101,
0141-2227758/5172259,
0141-2316921 ,

9413398707

Chief Manager, State
Bank Of Bikaner &
Jaipur CPPC, 2nd

Floor, SMS Highway
Jaipur, Rajasthan -

302005

131.

STATE BANK OF HYDERABAD

Smt Sameer Janakidevi

cppc-hyd@sbhyd.co.in
atmnodalcell@sbhyd.co.in
agmmumregl@sbhyd.co.in
dgmcompliance@sbhyd.co.in
agmcompliance@sbhyd.co.in
agmadc@sbhyd.co.in
cmgrievances@sbhyd.co.in

040 23387483, 23387811,
040-23202104, 022-27579766

Chief Manager, State
Bank Of Hyderabad,
CPPC 1st Floor,
Methodist Complex,
Opp.- Chermas
Shop, Abids,
Hyderabad - 500001
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Brief on E-Commerce Service Providers:

Today commerce is getting its new sphere; it is shifted from its old physical markets to
electronic & mobile commerce, where one can shop, do transactions any time anywhere, all
are just one click away. Global e-shopping giants Amazon, E-bay, and Indian originated
Flipkart, Snapdeal and lots more have developed a new road mapping for shopping. All
organisations are increasing their technical base, more and more depending upon the internet
for transactions without analysing the risk associated with the technology. But, as nothing
comes without drawbacks, e-Commerce also has some ailments. Cybercrime is one of the
biggest problems for the e-Commerce industry.

Further, all banks have set up their desktop and mobile formats to ease online transactions.
When most of the transactions are going on electronically, they are becoming the source of
crime.

The information and digital evidence need to be collected from service providers for

the investigation purpose:

Since e-Commerce companies collect user’s information for extending their services, including
user’'s addresses, modes of payment, bank details, and purchased item details, the
Investigating Officers can collect the following information and digital evidence from them to
build a strong case.

1. Registration details. (Date, Email ID, Alternate email ID, Mobile No etc.) with KYC
form
Details of login/logout I.P address along with date and time of fraudulent transaction
Last Known locations of the user
Location History
Details of linked Email accounts
Chat History of the user
Request to stop the alleged transactions and initiate refund of the used amount.
Particulars of transactions including IP address, date & time
Merchant details, beneficiary details, items purchased details
10. Details of Shipping address and details of counter foil report
11. If possible, Geo-Location of the alleged user
12. Details of linked Wallets and bank A/Cs
13. Details of couriers agency/Company personal along with his contact number
Who delivered goods to the fraudster
14. Request to initiate the process to revert the defrauded amount to the bank
A/C of the complainant
15. Details of Point of Sales (POS), Merchant name and details of a fraudulent transaction.
16. Details of IP Nos., registered mobile No. & e-Mail ID and particulars transaction through
which online purchase has been made.
17. Address of delivery, purchaser’s name, contact number, email ID, etc.
18. Details of Courier company which has delivered the item/goods
19. If not delivered, stop delivery of the above-said transaction immediately
20. Any other relevant information deemed fit for investigation
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Brief on Electronic/Digital Wallets:

E-Wallets are software programs that securely store data. This data is needed to enable the
wallet owner to conduct payments online or at points of sale (POS). E-Wallets replaced the

traditional methods of payment, such as the use of currency or Bank cheques.

E-Wallets hold a variety of data items which is necessary for the compliance and security
section. Payment Service Providers or Acquirers require some of this data to execute a
payment transaction for various purposes. Exact data an E-Wallet store is subject to

regulations include the following:

e Authentication Data, including username and password

e Personal Data, like Name, Address, and Date of Birth. Those are mandatory for
registering an e-wallet.

e Communication Channels like Email or phone number of the customer. This allows the

E-Wallet provider to reach out to them in case of need.

e Stored Payment Instruments, including Bank Account or Credit Card data relevant for
transactions

e Historical Transaction Data, detailing past transactions for reference by the user, the

e-wallet provider, and financial authorities

The I.0Os can seek the information for investigation from Service Providers:

Personal details of the account holder (mobile number, e-mail etc.)
Username and Password details

Details of E-wallet provider and financial authorities

Bank account and credit card data used for Transactions

History of payments and other transactions

o v A W=

Any other relevant information deemed fit for investigation
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Brief on E-mail Service Providers:

E-mail is a widely used and highly distributed application involving several performers that
perform different functions. These performers include hardware and software components,
services, and protocols that provide interoperability between its users and among the
components along the path of mail transfer. Cybercriminals forge an E-mail header or send
it anonymously for illegitimate purposes which leads to several crimes and thus makes E-

mail investigation crucial.

Details of the information and digital evidence need to be collected from service

providers for the investigation purpose:

To facilitate Investigating Officers, the E-mail Service Providers can provide the
information and digital evidence for investigation and prosecution of a case. The
information mentioned below can be collected from E-mail Service Providers by the
Investigating Officers:

Account registration details of the user

2. IP Address & MAC address details of the alleged computer used at the time of
registration of the e-Mail ID.

3. Content of E-mail message - to understand and investigate an attack or malicious
intent of the intrusions.

4. Origin and destination of messages, and traces of the path traversed by the
message.
Details to identify spam and phishing networks.

Copies of delivered E-mails and server logs to identify the source of an E-mail.
7. Details of Login and logout from the date of creation to till date

Data about the owner of the mailbox to identify a person behind an E-mail address.

Delete/Block/Remove the alleged Email ID Permanently
10. User’s contact number and alternate email IDs
11. Geo-location details of mail ID from date of creation to till date

12. Details of the user received and sent mail from/ to a particular mail ID
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For Gmail & Yahoo mails:

13. Details of deleted/ archived/ trash messages

€

14. Details of Draft/messages

15. Details of starred messages

16. Contact and mail IDs synched to the mail

17. Events / Tasks scheduled on calendar attached to the mail
18. Details of the user when he was last active

19. Details of devices (Phone, Tablet, or Computer) through which mail is accessed

For Yahoo only:
20. Details of subscriptions made by the user using the email ID

21. Details of travel particulars registered with this mail ID

For Gmail only:
22. Details of important/scheduled mails
23. Details of chats synced to Gmail
24. Details of blocked/ hide contacts and invites sent using the mail ID

25. Any other relevant information for investigation purposes. \
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Brief on OTT Platforms:

OTT is the abbreviation for the ‘Over-The-Top’ and refers to the distribution of video content
through high-speed Internet connection over public networks instead of sharing the content
by traditional distributors, cable, and satellite television platforms. There is a wide range of

OTT platforms - including Netflix, Amazon Prime Video, Zee 5, Yup TV, Aha media, etc.

The user of streaming services needs to be extra careful as OTT platforms are being the next
big target for cybercriminals. With the growing popularity of streaming services, these
platforms are increasingly exploited by cybercriminals to launch various attacks. These attacks
range from phishing attacks aimed at collecting account credentials and financial information
to using the names of these platforms. The Cyber-criminal lure to trick users into downloading

various threats including adware and malware.

Details of the information and digital evidence to be collected from service providers

for the Investigation purpose:

In case of investigation needs, the Investigating Officers can seek the below information from

the OTT service providers:

User account credentials

Name of Production House

Contact details of production house
Type of Content broadcasted
Region Broadcasted

Details of Publisher

N o u ks wWwN =

Censor certification and any other approvals provided by the Ministry of Information

& Broadcasting, Gol.
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OVER THE TOP (OTT) SERVICE PROVIDERS

Sl.No.

Operator

Nodal
Officer Name

e-Mail ID

Mobile

Address

AIRTEL DTH

In-charge
Officer

121@in.airtel.com

04044448080

Bharti Airtel Limited, 1, Bharti
Crescent, Nelson Mandela Road,
Phase II, Vasant Kunj, Delhi
India Contact Number- +91 11
42666500

AIRTEL DTH

In-charge
Officer

Bihar Jharkhand

AIRTEL DTH

In-charge
Officer

Delhi

1144448080 | 9955148080

AIRTEL DTH

In-charge
Officer

Gujarat

7944448080

AIRTEL
DTH

In-
charge

Officer

Himachal Pradesh

ASSAM

In-charge
Officer

8133848080

STATE IT CELL
TELANGANA POLICE



mailto:121@in.airtel.com

INVESTIGATOR'S
DIRECTORY

n
()]
7 cE |: https://www.booking.com/conte
: § S (o) nt/law-
o0
T © <
8. N S o | Customercare@d2h.com
(a) 40
pd n
a) s 3
9. s 2 | vaibhavs@denonline.in
2 el
0 >
Q
T S c
10. ‘é’ e &g puneesh_k@dishtv.in
=
W v rajivc@wwil.net N Operations Incharge, Rajib
2 ooc rajivchakraborty@siticable. S Chakraborty, 29/F, B.T.Road,
11. 0= E|com . N Peerless Nagar Complex,
— = (@) Sanjoy.Das@siticable.com < Sod Panihati. 24P N
=T Abdullah.Mullick@siticable. | odepur, Panihati, 24Pgns(N),
n com P Kolkata-700114
>
12 =z l: Sunil.Kumarl@ap.sony.com
' 8 @) sonyindia.care@ap.sony.com
'_ x
z9s | 28 | .
13. Dy E n € | Sivakumar.m@sundirect.in
v — U 3
a =
LN
& = sunilbr@tatasky.com %
” 0 3 | vikramm@tatasky.com 3
. = - rajaram@tatasky.com .
= = help@tatasky.com &
©
@) ~
~Z [ o0}
g < < g A pa Videocon D2H Limited (Formerly
15 8 <Z,: g 3 B nodalofficer.andamanandni © B.B.C.L.), 4th Floor, Azimganj
. 2 <Zn: o3 < cobarislands@d2h .com S House,
= U] > <
=z P ™ 7 Camac Street
= Z 2 o Kolkata - 700017
=

STATE IT CELL
TELANGANA POLICE


mailto:Customercare@d2h.com
mailto:vaibhavs@denonline.in
mailto:puneesh_k@dishtv.in
mailto:rajivc@wwil.net
mailto:Sunil.Kumar1@ap.sony.com
mailto:Sivakumar.m@sundirect.in
mailto:sunilbr@tatasky.com

INVESTIGATOR'S
DIRECTORY

~ o o
3 S5 | we 3 Videocon D2H, D.No 48-12-
16 8 I g z < nodalofficer.andhraprad < 4H/1, Indralok Estates, Adj To
' w2 | £ |esh@d2h.com s Kay Hotel, Gunadala,
S<gE| 2T 5 | Vijayawada - 520004, AP, India
> o ~
= ©
< o
N = ~ Videocon D2H Limited (Formerly
< I 2 B.B.C.L.), H No. 20, 1st Floor,
17 = o nodalofficer.assam@d2h 2 Udayan Path, Tripura Road,
) 8 = .com 2 Jayanagar, Opp Sneha
@) P 3 Bandhan, Near Reliance Market,
a e o Guwahati-781022.
— { -
= =
0
g‘ 2 I
> 3 S Videocon D2H Limited (Formerly
18 - > nodalofficer.punjab@d2h.c B B.B.C.L.), Plot No. 1673 , Phase
' S Z |om Q I, Dugri , Ludhiana
©) : o 141002
L —
a) = —
>
3
S
T Wish Net Private Limited, 86,
() .
= = ; . . Golaghata Road, Saraswati
19. 2 E O info@wishnet.co.in Apartment, 6th Floor, Kolkata-
< - 700048, West Bengal, India
2

Q00009

STATE IT CELL
TELANGANA POLICE



mailto:nodalofficer.andhrapradesh@d2h.com
mailto:nodalofficer.andhrapradesh@d2h.com
mailto:nodalofficer.assam@d2h.com
mailto:nodalofficer.assam@d2h.com
mailto:nodalofficer.punjab@d2h.com
mailto:nodalofficer.punjab@d2h.com

OTHER
- SERVICE PROVIDERS




INVESTIGATOR'S
DIRECTORY

Brief on Other Service Providers:

There are different types of Service Providers — Corporate, Government and Organisations.
They include Business, Gaming, file-sharing, web-based Service Providers, broad casting

networking and so on. These Service Providers provide real-time data and other services.

Details of the information and digital evidence need to be collected from other

service providers for the investigation purpose:

Information and digital evidence obtained from Other Service Providers are helpful to prove

the case. The Investigating Officers may ask for the following information for the investigation

purpose.
1. User Registration Particulars
2. Details of IP Logs in respect of bank transactions /IDs
3. KYC Form ( Customer Details Form)
4. Contact Number
5. Email Address
6. Payment details
7. Any Other relevant information deemed fit for investigation
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OTHER SERVICE PROVIDERS
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76.

WORD

PRESS

website

law-enforcement@wordpress.com

77.

XHAMSTER.

COM

website

protect@whoisguard.com

Who is guard protected,
who is guard,inc, p.o.
box 0823- 03411,
panama

78.

XVIDEO

website

domain@wgcz-sro.com

WGCZs.r.o. Siroka 36/5,
JOSEFOV, Postal Code
11000, City Praha,
Province Praha,
Country, CZ

79.

GETNETWORKLTD.

Website

prasad@getnetwork.in
support@getnetwork.in

033-64554555/7555/8555,

18004190123, Fax-

03330082250

The Nodal Officer,
Ariyan Glorry, 1st
Floor, Panchasayar
1931 Chak Garia
Garia-Kolkata-700094

80.

HTTP://CLIPSAG
E.COM/95zWZz2
Q2AGZQ.HTML

website

contact@anonymousspeech.com

NONYMOUSSPEECH, 1-
3-3 SAKURA HOUSE,
TOKYO, Japan Postal

Code: 169-0072

81.

GRANDECOM

technicalsupport@grandecom.com
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GRIEVANCE REDRESSAL OFFICERS OF SOCIAL MEDIA PLATFORM

Name of the Social

Media platform Nodal Officer

Sri. Mr, Deepak Salvi,
Chingari Email ID: grievanceofficer@chingari.io
Phone number: +919321498897

Ms. Spoorthi Priya,
FBGOIndia@fb.com,

FACEBOOK Postal Address:

216 Okhla Industrial Estate, Phase III,
New Delhi - 110020.

Sri. Joe Grier,

1600 Amphitheatre Parkway,
Mountain View, CA 94043,

USA. E-Mail: support-in@google.com

GOOGLE

Koo, an Indian twitter | Sri. Mr. Rahul Satyakam,
rival Email: redressal@kooapp.com

Ms. Tanya Mampilly,

Legal Content Policy Manager,

LinkedIn Technology Information Pvt. Ltd.,
Tower A, Global Technology Park,
Bangalore 560103.

LinkedIn

a) Ms. Harleen Sethi,

Grievance@sharechat.co and nodalofficer@sharechat.co
b) Mr. G. T. Thomas Phillippe (Chief Compliance
Officer), complianceofficer@sharechat.co

ShareChat

Sri. Mr. Abhimanyu Yadav.

Telegram (abhimanyu@telegram.org)

Sri. Dharmendra Chatur,
4t Floor, The Estate,
121, Dickenson Road,
Karnataka, Inida.

Twitter

Sri. Paresh B Lal,
WhatsApp, Post Box No. 56,
WhatsApp Road No. 1, Banjara Hills,
Hyderabad - 500 034,
Telangana, India.
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Draft Letter Format to Mobile (Telecom) Service Provider:-

To Nodal Officer (with detailed address)

Sir,
Sub: - Request for submission of SDR, DOA, CAF & CDR.
Ref: - Case Reference

(Gist of the case)

For the purpose of expeditious investigation of the case and for collection of evidences,

the following relevant information may kindly be submitted in respect of Cell Phone Number:

. SDR {Subscriber Details Record}

. Date of Activation

. Customer Application Form

. CDR from to

. Certificate of u/s 65-B (4) (c) of the Indian Evidence Act-1872 in compliance to
the provisions of Sec. 65-B (2) (a) (b) (c) & (d) of the Indian Evidence Act-1872,

may please be Submitted.

u A W N =

An early reply in the matter through Post/ Mail is highly requested.

Signature of Issuing Authority

(Superintendent of Police)

Address:
e-Mail:
Mobile No:

)
STATE IT CELL
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Draft letter format to ISP requesting for user subscriber details of the IP

Addresses:-

To
Nodal Officer (with address)

Sir,

Ref:- Case Reference

Sub:- Request for furnishing of user subscriber details in respect of IP Addresses

Gist of the case.

For the purpose of expeditious investigation of the case, the detailed information on

the following points along with relevant documents may kindly be submitted to this Office for

taking further follow up action.

User Subscriber Details of the following alleged IP address.

2. Other relevant information in respect of the User Subscriber that is the address of

correspondence, contact number, e-Mail IDs and billing details.

3. MAC ID of the alleged computer system / IMEI Address of the computer resources with

respect of the relevant IP address.

4. CAF / NTC in respect of the User Subscriber in respect of the alleged IP address.
It is further requested that, the Certificate u/s 65-B (4) (c) in compliance to the provisions
of Sec. 65-B (2) (a) (b) (c) & (d) of the Indian Evidence Act-1872, may please be

submitted.
Log details in date & time as per | Log details in date & time as per
S| IP address UTC [Universal Co- ordinated | IST [Indian Standard Time] =
) Time] /GMT | [UTC + 05:30hrs]
[Greenwich Mean Time] /[GMT+ 05:30hrs]
1.

An early reply in the matter through mail & post is highly requested.

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:

STATE IT CELL
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To
The Dy. Commissioner of Police/Superintendent of Police,
District/Commissionerate.

//Through Proper Channel//

Sir,
Sub: Request to obtain user details of the following IPDR Logs Airtel Services Pvt Ltd
-Reg.
Ref: Crime .No: / /2021 of PS, District/Commissionerate.
K Kk
With reference to the subject cited, on Date at hours
received a complaint from Smt. . In which she stated that unknown

person hacked her gmail ID and facebook account and texting vulgarly about her in facebook
and sending mails vulgarly to others. Based on this complaint we registered a case in Crime
No. _ /2021, under sections 420 IPC and 66-C of IT Act,

In this regard it is requested to address a letter to Reliance Airtel Services Pvt. Ltd

Service provider for User ID details and address of following IP Logs

Time IP Address

2021-01-19 00:00 to 23:59 2401:4900:4e07:22a3:9156:1b66:499d:dd72

Submitted for necessary action

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:
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DRAFT LETTER FORMAT TO THE NODAL OFFICER OF ISP
{DETAILS FOR BROADBAND CONNECTION}

To Nodal Officer of the ISP (with address & e-Mail ID)

Sir,
Ref:- Case Reference

Sub:- Request for furnishing of information.

(Gist of the case)

For the purpose of expeditious investigation of the case, it is kindly requested to furnish
the information along with relevant documents in original on the following points at an early
date, for taking further follow up action.

1. The Subscriber details in respect of landline phone number:

2. The original New Telephone Connection Form in respect of the
aforementioned landline phone number.

3. Other relevant information on the following points may please be furnished:-

a. The date of submission of application by the Customer for landline connection and for
Internet connection.

b. On which date, the telephone connection was provided by the Telephone Office.

c. Whether Internet connection facility was provided by the Telephone Office to that
landline number and on which date?

d. Whether, Modem has been issued to the applicant for Internet connection to that
landline phone number?

e. On which date, the Modem has been supplied?

f. Whether user ID & password was provided by BSNL for the Modem at the time of
broadband connection? Kindly furnish the details.

g. Kindly furnish the Make, Model, Sl. No. & MAC ID of the Modem?

h. What type of Internet connection is being provided to that Landline Connection?

i. What is the Plan of such Internet connection?

j. Whether Telephone bills have been paid regularly by the Customer?

k. Whether telephone bills have been paid by the Customer regularly during the month

of? Kindly furnish the document in support of payment of bill.
Any other relevant information in support of the queries.

Yours faithfully,

Supdt. Of Police
Address:
E-Mail:
Mobile No:
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DRAFT LETTER FORMAT TO FACEBOOK LAW ENFORCEMENT RESPONSE TEAM, USA
NOTICE UNDER SECTION 91 of Cr.P.C.

To: - Facebook Law Enforcement Response Team, 1 Hackers way,
1601 Willow Road, Menlo Park California 94025, USA
E-Mail ID:- records@fb.com
Sir,
Ref: Case Reference
Sub: Production of Documents: - Account Registration Details along with Log details.

(Gist of the case)
List of Facebook accounts along with Profile Name and URL is as follows:

Profile /User Name:-
URL:-

In the interest of justice and for expeditious investigation of the case, it is, therefore requested
to submit the following point-wise information and produce the required documents to the
undersigned by (DD: MM: YEAR) Positively.

Detailed information on the following aspects may please be furnished:-

1) Account Registration Details: - Account registration details of Facebook account.

2) Date of Creation: - Date of creation of Facebook account along with IP details.

3) Browsing Log: - Browsing log details in respect of aforesaid Facebook account from the date
of registration to till date.

4) Emails: - Email addresses added to that Facebook account (even those removed by the
user).

5) IP Addresses: -List of IP addresses where the user logged into the aforesaid Facebook
account.

6) Phone Numbers: - Mobile phone numbers added to the Facebook account, including verified
mobile numbers added for security purposes.

It is further requested that, the Certificate u/s 65-B (4) (c) of the Indian Evidence Act-1872
in compliance to the provisions of Sec. 65-B (2) (a) (b) (c)& (d) of the Indian Evidence Act-
1872, may please be furnished.

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:
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DRAFT LETTER FORMAT TO WHATSAPP

Notice U/Sec. 69 (B) of Information Technology Amendment Act, 2008
and Sec.91 & 160 Cr.P.C of India.
To
The Domain Administrator, WhatsApp Inc.
650 Castro Street, Suite 120-219, Mountain View, CA 94041. USA
Email: records@whatsapp.com
domain@fb.com, whatsappLEC@subpoenasolutions.com

Sir,
Sub: Request to furnish the details pertaining to WhatsApp account’s - Reg.
Ref: Crime No: _ /20__, U/Sec. of IT Act of Police Station,
X %k X
With reference to the subject cited, it is to submit that I am working as Inspector of Police
at Police Station, District/Commissionerate Telangana

State, India. I am investigating the above referred Case Gist of FIR

WhatsApp Accounts / Numbers used by the fraudster:

1.

In this connection it is requested to furnish the following information for the purpose of
investigation.

1. Date and Time of Generation of WhatsApp account.

2. Type and Model of Device used

3. Last Seen IP address and Date

4. Symmetric and Asymmetric contacts.
DECLARATION

I declare that the case under investigation is not political, Military, Racial or Religious
character as required under Mutual legal Assistance Treaty (MLAT) and arrangements of
international conventions under which the request was being made.

I further declare that the information requested shall be used only for the purpose of
the investigation of this case and shall not be disclosed directly or indirectly to any other
agency or person without the consent of the competent authority of the www.whatsapp.com

Police Station, District/Commissionerate, Telangana State.
India, Mobile No. e-Mail ID:

Yours faithfully,

Station House Officer
Address:

STATE IT CELL
TELANGANA POLICE



INVESTIGATOR'S

DIRECTORY
e
E-Mail:
Mobile No:
NOTICE u/s 91/160 Cr.P.C
To
YouTube (Google LLC)
1600 Amphitheatre Parkway,
Mountain View, CA 94043, USA.
lis-apac@google.com
Sir,
Sub: Request to in your Sites for further investigation — Reg.

Ref:- Cr.No. /2020, U/S _ IPC & Sec. L.T. Act 2000 of
P.S., .

k Xk >k Xk

With reference to the above subject, it is to submit that Gist of the Case:-

Basing on the above complaint a case in Cr.No.__/20__, U/S IPC & Sec.
of I.T. Act 2000 has been registered and took up the investigation.

During the investigation, the complainant has been examined and recorded her detailed

statement. It is learnt that accused

Encl: List of URL's of the photos posted in trailing mail content.

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:
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DRAFT LETTER FORMAT TO FINANCIAL INSTITUTION (BANK)
NOTICE UNDER SECTION 91 OF Cr.P.C.

To
Name of the Bank, (with address & e-Mail ID)

Sir,

Ref:- Case Reference
Sub: - Production of Documents.

(Gist of the Case)

Details of the bank account of the accused:-

In the interest of justice and for expeditious investigation of the case, it is therefore requested
to submit the following point-wise information and produce the required documents to the undersigned
by DATE positively.

Detailed Information along with relevant documents required to be submitted:-

1. Detailed information as regards of the account holder in respect of the aforementioned bank account
a. Name of the account holder
b. Correspondence address of the account holder
c. Contact number
d. Registered Mobile Number
e. E-mail account if any
f. Date of opening of bank account

2. Original Account Opening Form {AOF} in respect of the aforesaid bank account.
3. Original documents submitted by the account holder at the time of opening of
the account, in compliance to the provisions of KYC norm.
4. Account statement in respect of the aforementioned bank account for the period
from to
5. Present status of the aforementioned bank account
6. Whether ATM-cum-Debit card has been issued to the Customer by the Bank?
a. Card Number
b. Date of submission of application by the accused for issuing of ATM- cum-Debit card
c. Date of issue
d. Place of issue {on which address ATM Card was delivered to the customer}
e. Application submitted by the accused in the bank to provide ATM- cum-Debit card
7. It is further requested to kindly freeze the operation of the aforesaid bank
account.
8. On which date the said bank account has been frozen.
9. Amount frozen may please be furnished.
10. Whether the said bank account of the accused is being involved in any of the
offence? If involved, kindly furnish the documents pertaining to the said aspect
and the action taken by your bank into the said matter.
11. It is requested that Certificate u/s 2A of Bankers Book Evidence Act, 1891
may kindly be furnished along with the report.
12. Any other relevant information for the interest of prosecution.

Yours faithfully,

Station House Officer
Address:
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E-Mail:
Mobile No:
NOTICE u/s 91/160 Cr.P.C
To
The Nodal Officer (LEA),
Quadrant Televentures Limited,
Punjab.
Sir,
Sub: Police Station - Request to provide details of Bulk
SMSs Service Provider - Reg.
Ref: Cr.No /20__ of Police Station,

X >k X %k X

With reference to the above cited subject, this is to inform that, a requisition was

received from Sri. , Inspector of Police, PS, ; for obtaining

details (name, address, email address and contact number) of 'Bulk SMS Service Provider
'wherein the sender of the objectionable SMSs needs to be identified, for investigation. The
particulars of SMSs received are as follows:

Sl. Date & Time Bulk SMS Code Recipient's Mob. No
No. (along with Network & State code) P ) )
1 _/_/20__

Therefore, it is requested to provide these details ASAP.

Yours faithfully,
Supdt. Of Police
Address:
E-Mail:
Mobile No:
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E-COMMERCE SITES
DRAFT LETTER FORMAT TO ONLINE MARKETING SITES

NOTICE UNDER SECTION 91 of Cr.P.C

To: - Address of Online Marketing Site

Sub: Production of Document

Ref: Case Reference (FIR No. )
Sir,

In inviting a reference to the case on the subject cited above, this is to intimate that,
the Telangana State investigating into the aforementioned case. It has been alleged that, some
unknown accused has fraudulently made online shopping of Rs from the
account of the complainant vide A/c no by using his / her ATM Card
bearing no- . The scanned copy of the bank account statement as well as
the transaction details is enclosed for your reference.

SI. No. DATE POS PARTICULRS DEBITED
REFERENCE MONEY

In the interest of justice and for expeditious investigation of the case, it is requested to
submit the following point-wise information and produce the required documents to the
undersigned positively by Date

Detailed information on the following points may please be furnished in respect of the
aforementioned transactions:-

1. Detailed description of each fraudulent transaction with relevant to
Wallet ID?
2. Nature of each fraudulent transaction?
3. IP details of the computer system used along with date and time for
committing the said fraudulent transaction?
4. Whether accused had created or registered any account in your website
for committing the offence?
a. Date & time of registration / creation of ID
b. IP details along with date & time of the computer system used for
registration/creation of the account
c. Type of operating system of fraudster’s computers
d. Physical address of the computer system
5. Mobile phone numbers used for registration or for generation of OTP or
for any authentication process or used to call by Customer Service
Centre.
6. E-mail addresses used for registration or used for communication

7. Mailing address of the merchant or shipping address
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8. Whether accused had opened any wallet in your website for committing
fraudulent transactions?

9. On which date and time, the said Wallet was created by the accused?

10. IP details of the computer system used by the accused for creation of
the said wallet?

11. What was the transaction limit set by the accused for the said Wallet?

12. Whether the said Wallet created by the accused was linked to any
bank account?

13. Details of the bank account along with the bank name and IFSC Code
may please be furnished.

14. Detailed transactions made by the accused through the said Wallet
may please be furnished.

15. Whether accused had purchased or made online shopping of any
goods or articles through your website?

16. Counter foil receipt in respect of delivery of goods by online shopping
website to the fraudster [DRS:- Delivery Run Sheet]

17. Detailed particulars of Courier Agency or company personnel along
with his contact number or e-Mail ID; who had delivered the

purchased goods / products to the fraudster

18. Date and time of delivery of goods

19. Address of delivery of goods

20. As these are fraudulent transactions, it is hence requested to kindly
initiate the process to revert back of the defrauded amount to the
bank account of the complainant.

21. Any other valuable information in the interest of prosecution of the
case.

An early reply in this matter through Post (HARD COPY) / Mail (SOFT COPY) may please be
furnished.

So also it is further requested that, the Certificate u/s65B (4) (c) in compliance to the
provisions of Sec. 65-B (2) (a) (b) (c) & (d) of the Indian EvidenceAct-1872, may please be

INVESTIGATOR'S
DIRECTORY

submitted along with the report.

TREAT THIS MATTER AS EXTREMELY URGENT

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:

STATE IT CELL
TELANGANA POLICE



To

The Nodal Officer,
The PayTM Mobile Solutions Pvt. Ltd
B-121, Sector 5, NOIDA, U.P.- 201301.
CyberCell@paytm.com,

NOTICE

INVESTIGATOR'S
DIRECTORY

U/S 91 CR.P.C

Sub: - Request to Block the Paytm Bank account and furnish the account
statement and KYC documents of the account holder -Reg.

Ref:- FIR No. of

PS, District/Commissionerate.

@@@

With reference to the above cited subject, it is to submit that the Police Station,

is investigating online Debit/ Credit card frauds cases. During the course of investigation came

it to know that the fraudster created Paytm wallet and uploaded the fraud amount and then

transfer the fraud amount into the following Paytm Payment Bank Accounts.

SNO.

PAYTM A/C

NO. IFSC CODE

Account Statement

1.

1

from date of opening to till date

Hence, it is requested you to block above Paytm accounts immediately and revert the unused

amount to the complainant and furnish the following details for the purpose of investigation.

Statement of Paytm wallet / Paytm Account from the date of opening & Registered
of wallet/ Account to till date.

D W N R

Beneficiary accounts in which money has been transferred from the above said account.

IP address - Login and logout details.
Copy of KYC Documents (i.e. AADHAAR, PANCARD).

Please furnish the full address
holder

to which paytm atm card was delivered to the account

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:

D —
STATE IT CELL

TELANGANA POLICE
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DRAFT LETTER FORMAT TO E-MAIL SERVICE PROVIDER
REQUESTING FOR ACCOUNT REGISTRATION DETAILS OF THE E-MAIL ACCOUNT:-

NOTICE UNDER SECTION 91 OF Cr.P.C.

To Name of E-mail Service Provider, (with address & e-Mail ID)
Sir,

Sub: - Production of Documents.
Ref:- Case Reference.

Gist of FIR:-

In the interest of justice and for expeditious investigation of the case, it is therefore
requested to submit the following point-wise information and produce the required documents
to the undersigned by (DD: MM: YEAR) positively.

Detailed Information along with relevant documents required to be submitted:-

Account registration details / User Subscriber Information of the following e-Mail IDs
2. IP address details along with MAC address of the alleged computer used at the time of
registration of the aforementioned e- mail ID with the E-mail Server.
3. Log in details [concerned IP address with login date & time in respect of the
aforementioned e-Mail ID for the period from creation / registration of e-mail account
to till date.

It is further requested to preserve and retain the information as requested for.

It is further requested that, the Certificate u/s 65-B (4) (c) of the Indian Evidence Act-
1872 in compliance to the provisions of Sec. 65-B (2) (a) (b) (c)& (d) of the Indian Evidence
Act-1872, may please be furnished.

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:

STATE IT CELL
TELANGANA POLICE
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Notice U/Sec: 69 (A)& 79(3) ITA Act 2008 and Sec. 91 & 160 Cr.P.C

To

The Google.Inc.

1600 Amphi theatre,
Parkway, Mountain view,
C.A.940943.

Email: lis-apac@google.com

Sir,
Sub : Request to the furnish the details pertaining to fake
Gmail ID- Reg.
Ref : Crime No of Police Station,
District/ Commissionerate.
* * *
With reference to the above cited subject, it is to inform you that the following Gmail
IDs areinvolved in above said reference case in P.S., District/

Commissionerate, India. Wherein, someone created a fake Gmail account and cheated the

complainant in the name of providing the job. The alleged Gmail I'd is:

abc@gmail.com
xyz@gmail.com
pgr@gmail.com

The crime committed by the offender is punishable under the Sections of Law were
attracted in this case are as follows:

Section 420 in The Indian Penal Code: Cheating and dishonestly inducing delivery
of property.—Whoever cheats and thereby dishonestly induces the person deceived to deliver
any property to any person, or to make, alter or destroy the whole or any part of a valuable
security, or anything which is signed or sealed, and which is capable of being converted into a
valuable security, shall be punished with imprisonment of either description for a term which
may extend to seven years, and shall also be liable to fine.

Therefore, you are requested to block/remove/delete above mentioned fake Gmails
and furnish the Login and Logout details of above mentioned person account details from
date of creation to till date and furnish the registered mobile/email details for further
investigation.

Yours faithfully,
Station House Officer
Address:

E-Mail:
Mobile No:

STATE IT CELL
TELANGANA POLICE
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NOTICE U/Sec 91 Cr.P.C
Sir,
Sub: - Request to furnish the following details of the sub-domain which

took mx(mail exchange) services from Sendgrid for further investigation —Reg.

>k 5k >k >k kK kok

This is to inform you that we received a complaint (Gist of the Case)

Basing on the complaint a case is registered with Cr.No:__ /20___

During Investigation:

Hence, it is requested to furnish the following details further investigation.

1. | Type of services rendered

2. | Payment details for mail services

3. Mail id access logs.

4, Registration details

5. Inbox and outbox history

Yours faithfully,

Station House Officer

Address:
E-Mail:
Mobile No:

To,

Legal Team

Sendgrid

STATE IT CELL
TELANGANA POLICE
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NOTICE U/s 91/160 Cr.P.C
Sir,

Sub: Request to furnish registration details and IP logs of the mail id:
for further investigation - Reg.

kX Xk Xk Xk

This is to inform you that received a complaint (Gist of the Case)

Basing on the above contents of the complaint a case registered in Cr No.__/20__ U/Sec:

IPC and Sec IT Act at is Police Station and investigation into.

Hence, it is requested to furnish the following details of the email id:

for further investigation purpose.

1. Full Registration details (address & contact details).
2. Hosting details including control IP logs.
3. Payment details for domain registration and hosting.

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:

To

96 Mowat Avenue
Toronto, ON M6K 3M1
Canada

Tucows.com

info@tucows.com
domainabuse@tucows.com

STATE IT CELL
TELANGANA POLICE
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NOTICE U/s 91&160 Cr.P.C

To
Incharge Officer,
Microsoft.

Sir,

Sub: -Request to provide furnish the details pertaining to Gmail ID’s (Most
Important) for further investigation- Reg

Ref: Cr.No. ,U.Sec: Dist/Commissionerate of PS.

kX X ok X

With reference to the above cited subject, it is to inform you that following Outlook
IDs are involved in above said reference case in Police Station, District/Commissionerate.

1. xyz@outlook.com
2. abc@outlook.com

In this connection it is requested to furnish the following details, which will be helpful for

investigation.

1. Login and Logout details along with IP details of the above said mail ID’s from date of
creation to till date.

2. Furnish the creation details, Alternate Email ID, Contact Number; of said Email ID’s
and any significant information.

3. Furnish whether any mails found among the disputed above mails.

NOTE: MATTER MOST URGENT.
Yours faithfully,
Station House Officer
Address:
E-Mail:
Mobile No:

STATE IT CELL
TELANGANA POLICE
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NOTICE U/Sec 91 Cr.P.C

Sir,
Sub: - Requesting to block the pirated URL(s) -Reg.
>k Kk
(Gist of the Case)
Basing on the content of the complaint, a case is registered with C.No. /20
URLs

In this regard you are directed to remove or block the content in the above said URL(s)
with an immediate effect and furnish the details of the user who uploaded the movie for further

investigation of the case.

In case of failure of compliance you are liable for punishment under Copyrights Act,
1957.

Yours faithfully,

Station House Officer

Address:
E-Mail:
Mobile No:
To
Movierulz

movierulz@complainmail.com

STATE IT CELL
TELANGANA POLICE
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NOTICE U/s 91 Cr.P.C
Sir,
Sub: Request to furnish following details of Domain Name: for further
investigation purpose - Reg.
Ref: Cr.No: _ /20__ of Police Station, District/Commissionerate
X Xk Xk
With reference to the above cited subject, it is inform you that (Gist of the Case)
Basing on the complaint registered a case in
Cr.No._ /20___ U/Sec IPC and Sec. Information Technology Act and investigation

is under process.

On verification it is found that the website domain® " is registered
at Godaddy.

Hence, it is requested to furnish the following details of websites:

for further investigation purpose.

1. Full registrant details (address & contact details).
2. Hosting details including control panel IP logs
3. Payment details for domain registration and hosting
4, Provide the details of above message ID.
Yours faithfully,
Station House Officer
Address:
E-Mail:
Mobile No:
To

Admin-Legal-III,

Subpeona Compliance,
Godaddy
indialeinquiries@godaddy.com

STATE IT CELL
TELANGANA POLICE
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DRAFT LETTER FORMAT TO THE WEBSITE SERVICE PROVIDER

NOTICE UNDER SECTION 91 OF Cr.P.C

To Nodal Officer of the Website
(with address & e-Mail ID)
Sir,

Sub: - Production of Document
Ref: - Case Reference

Gist of the case.

In the interest of justice and for expeditious investigation of the case, it is therefore
requested to submit the following point-wise information and produce the required documents
to the undersigned by (DD: MM: YEAR) positively.

Detailed Information along with relevant documents required to be submitted:-

1. Through which Profile/IDs & e-mail accounts, the photos and videos {with relevant URL}
containing obscene material against the victim were uploaded in the website.

2. The user registration details of the profile /IDs, e-mail accounts from which the photos
/video clippings containing obscene material having sexually explicit act derogating the
image of the complainant were uploaded in the website with reference to the URLs as per
enclosed document file.

3. The relevant IP addresses, MAC ID of the computer system which was used for uploading
of the said obscene photo/video clippings against the victim.

4. The log in details in respect of the fake profiles/IDs used for uploading the said obscene
photo/video clippings.

5. The relevant E-mail account, correspondence and contact details of the user subscriber of
the fake profiles/IDs used for uploading the said obscene video clippings.

6. Itis requested to remove the obscene photo/video clippings posted in the website,

preserve and retain the information /material posted in the website.

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:

STATE IT CELL
TELANGANA POLICE
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DRAFT LETTER FORMAT TO DOMAIN HOSTING PROVIDER
NOTICE UNDER SECTION 91 of Cr.P.C

To: - Address of Domain Hosting Provider

Sir,
Ref: Case Reference
Sub: Production of Document

Gist of the case:-
In the interest of justice and for expeditious investigation of the case, it is requested to

submit the following point-wise information and produce the required documents in respect
of the domain name:- to the undersigned by (DD: MM: YEAR)

positively.

The detailed information on the following aspects may please be furnished:-

1. Registrant Details
v' Registrant Name
Registrant Organization
Registrant Address
Registrant Contact details {Phone Number}
Creation Date
Updated Date
v" Registrant Contact Email

AN N NN

2. Administrative Details

v' Admin Name

v" Admin Organization

v" Admin Address

v' Admin Contact details {Phone Number}
v" Admin Contact Email

3. Technical Details

v' Tech Name

Tech Organization

Tech Address

Tech Contact details {Phone Number}

DN NI NN

Tech Contact Email

STATE IT CELL
TELANGANA POLICE
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9.

INVESTIGATOR'S
DIRECTORY

. Billing Contact Information,
. Its Creation and Expiry dates,
. Its current Status in the Registry {Whether active or not}

. IP Address of the Computer System used at the time of applying / registration of the

Domain Name
Details of the Browser of the computer system used

Activity log details of the Registrant /Administrator at the time of accessing the Domain

10. Credit card number or Account Details of the Registrant

11. Government identification number or other financial information

12. Phone model,

13. Device ID and customer number if any

An early reply in this matter through Post/ Mail may please be furnished.

So also it is further requested that, the Certificate u/s 65B (4) (c) of the Indian Evidence Act-
1872in compliance to the provisions of Sec. 65-B (2) (a) (b) (c) & (d) of the Indian Evidence
Act-1872, may please be submitted.

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:

STATE IT CELL
TELANGANA POLICE
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NOTICE u/s 91 Cr.P.C

Sir,
Sub:- Request to furnish the registration details along with IP logs and travel
details of registered mobile number: for further investigation — Reg.
3K 3K Kk Kk >k >k k
With reference to the above subject it is to submit that (Gist of the Case)
Basing on the complaint registered a
case in Cr.No._ /20__ u/s IPC and IT Act of PS,

and investigation into.

During the course of it is

is registered with Uber.

found that one of the beneficiary mobile number:

Hence, it is requested to furnish the registration details along with IP logs and travel
details of registered mobile number:

for further investigation.

Yours faithfully,

Station House Officer

Address:
E-Mail:
Mobile No:
To
Law Enforcement Response Team,
Uber.com

lert@uber.com

STATE IT CELL
TELANGANA POLICE
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NOTICE U/s 91Cr.P.C
Sir,

Sub: Cr.No:_ /20 PS-Request to furnish the registration, login and
other personal details of profile which is registered in your site for
further investigation -reg.

X %k Xk X

With reference to the above cited Subject, it is inform that (Gist of the Case)

Basing on the complaint registered a case in Cr. No.__/20__ U/s IPC section of IT

act and investigation is under process.

Hence you are requested to furnish the below details of profile user name of
1. IP details of profile
2. Registration details.
3. Furnish the Profile photo used in the website
4, Registered phone numbers if any
5. Registered mail.id
6. Mode of payment for further investigation.
Yours faithfully,
Station House Officer
Address:
E-Mail:
Mobile No:
To

The Legal Team,
Shaadi.com.
legal@shaadi.com

STATE IT CELL
TELANGANA POLICE
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NOTICE u/s 91 Cr.P.C
Sir,

Sub: - Request to provide the following details of the merchant for further investigation

-Reg.

5K 3K 5K 5k K kK %k
With reference to the above cited subject, this is inform you that received a complaint
(Gist of the Case)

Based on above contents, a case was registered in C.No:_ /20__ and investigation is under
process.

D_ate & Order Number CC Avenue Transaction ID {-\mount
Time Reference in INR

During the course of the investigation, it is learnt that the payment gateway of the

website: is CC Avenue.

Hence it is requested to furnish the following details for further investigation.

1) Complete Merchant details including KYC documents.

2) Beneficiary bank account details

3) Complete credits from CC Avenue to Merchant’s bank account from date of Tie up.

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:

To

Risk Executive,

CC Avenue.
risk@ccavenue.com
fraud@ccavenue.com

STATE IT CELL
TELANGANA POLICE
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NOTICE u/s 91/160 Cr.P.C
Sir,
Sub: -
Ref: - Case Reference
(Gist of the case)
It is to submit that (Gist of the Case)
Basing on the complaint registered a case in Cr. No: __/20__ U/s IPC and
Section IT Act and investigated into.
Hence, you are requested to furnish the stay particulars and registration details
which are linked to Mr. for further investigation.
Yours faithfully,
Station House Officer
Address:
E-Mail:
Mobile No:
To

Nodal Officer,

12t Floor, Spaze Palazo,

Sector 69, Southern Peripheral Road,
Near Sohna Road, Gurgaon-122101.
OYO Rooms
Sushant.shukla@oyorooms.com

STATE IT CELL
TELANGANA POLICE
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NOTICE u/s 91/160 Cr.P.C
Sir,
Sub:
Ref:- Cr.No.__ /20__, U/S IPC & Sec. I.T. Act of P.S.,
X %k %k X%
It is to submit that (Gist of the Case)
Basing on the above complaint a case in Cr.No._ /20__, U/S __ IPC & Sec. of I.T. Act

2000 has been registered and took up the investigation.

Herewith enclosing the list of URL’s of the pictures to be deleted.
Encl: List of URL's of the photos posted in trailing mail content.

Yours faithfully,

Station House Officer

Address:
E-Mail:
Mobile No:
To
Support Team,
Locanto.

Support@locanto.com.

)
STATE IT CELL
TELANGANA POLICE
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To
The FRRO,
Hyderabad, Telangana State.

Sir,

Sub:- Request to provide the Visa details and valid period of the foreigners for

the purpose of investigation - Reg.

Ref:- Crime No. /20__, U/s. , IPC and Sec. & of IT Act
of PS, District/Commissionerate,
X %k X

With reference to the subject cited it is to submit that the following mentioned

foreigners are found suspicious in the above referred case.

SINo. | NAME DOB PASSPORT NO. (NRaEt'iV(')ﬁ':ﬁtsy)
1
2
3

In view of the above, it is requested to furnish the details of Visa valid period in respect

of the above mentioned three foreigners for the purpose of further investigation.

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:

STATE IT CELL
TELANGANA POLICE
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NOTICE u/s 91Cr.P.C

Sub:- Request to furnish the registration details (name & email id) and
booking & delivery address details for further investigation -Reg.

This is to inform you that, received a complaint (Gist of the Case)

Basing on the complaint registered case under section: IPC and
IT Act of Police Station.

Hence, it is requested to furnish the registration details (name & email id) and booking

& delivery address details for further investigation.

Yours faithfully,

Station House Officer

Address:
E-Mail:
Mobile No:
To
Legal team,
Zomato.

legal@zomato.com

STATE IT CELL
TELANGANA POLICE
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NOTICE u/s 91 Cr.P.C
Sir,

Sub: Request to furnish the required details registered on the Apple devices with
following IMEI: 356459 ,356459 for further investigation - Reg.

Ref: Cr.No: /2020, U/Sec 420 IPC and Sec 66-D of IT Act.

X %k Xk Xk
With reference to the subject, it is to submit that we received complaints of cheating

through SIM SWAP, wherein the accused are contacting customers of Airtel network and asking
them to update their SIM to e-SIM. In the process fraudsters are collecting the QR code from
the customers and activating the SIM card by scanning QR code on e-SIM enabled handsets
(i-phone). Further using the mobile number, fraudsters are transferring amount from the bank

accounts of the victims by logging into wallets and net banking.

During the investigation of the cases cited in above reference, fraudsters used e-SIM
card in apple device. Following are the IMEI numbers obtained: 356459
356459

Whereas it is requested you to furnish:

e Products Purchased details along with store information.
e Payment mode details at the time of products purchase.
e Furnish the Apple ID’s registered.

e Furnish the registration details.

Hence it is requested to provide the information asked above of Apple devices with following
IMEI Nos:356459 ,356459 for further investigation
purpose.

Yours faithfully,

Station House Officer
Address:
E-Mail:
Mobile No:

To

Apple India Private Limited
19th Floor, Concorde Tower C,
UB City, No.24,

Vittal Mallya Road,

Bangalore 560001, India.

STATE IT CELL
TELANGANA POLICE
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NOTICE u/s 91/160 Cr.P.C

It is to submit that on
the Case)

received a complaint from (Gist of

Basing on the complaint registered a case in Cr.No:__/20__ U/s IPC and Section
IT Act and investigation is under process.

We came to know that the accused person using phone number . On

verifying call data we found some Indigo messages. Hence, you are requested to furnish the
travel particulars and registration details which are linked to Mr.
further investigation.

for

Yours faithfully,

Station House Officer
Address:

E-Mail:
Mobile No:

To

The Incharge

Indigo Airlines,
Hyderabad.
Apellateauthoritygoindigo.in

STATE IT CELL
TELANGANA POLICE
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NOTES
Telecom Service Providers
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NOTES
Internet Service Provider
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Social Media Service Provider
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NOTES
Bank and Financial Institutions
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E-Commerce Sites
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NOTES
E-Wallets
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E-mail Service Providers
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OTT Service Providers
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Other Service Providers
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